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Recently, the sudden outbreak of the COVID-19 virus caused a major health crisis by affecting masses around the
world. The virus, which is known to be highly contagious, has forced the research community and governments
to fight the disease and take prompt actions by applying various strategies to keep the numbers under control.
These strategies range from imposing strict social distancing measures, isolating infected cases, and enforcing
either a partial or a full lockdown, to mathematical modeling and contact-tracing applications. In this work, we

survey the current contact-tracing apps and organize them based on underlying technologies such as Bluetooth,
Wi-Fi, GPS, geofencing, and Quick Response (QR) codes. We compare the main features of 22 existing appli-
cations and highlight each of the pros and cons associated with these different technologies.

1. Introduction

Coronavirus is a large group of viruses causing human respiratory
infections that might lead to severe diseases. COVID-19 virus, a type of
coronavirus, was discovered in 2019 in Wuhan, China [1]. It is mainly
transmitted through droplets generated when an infected person coughs,
sneezes, or exhales. The outbreak of COVID-19 is affecting communities,
businesses, organizations, and the global economy, resulting in short-
ages of many goods in markets around the world. According to World
Health Organization (WHO) reports, this pandemic has triggered an
unprecedented need for digital health technology solutions for popula-
tion screening, tracking the infection, prioritizing the use and allocation
of resources, and designing targeted responses [2,3]. COVID-19 had
immense effects on society’s health and everyday life. Tasks like
attending the workplace or meeting friends somewhere were once un-
remarkable, but suddenly became difficult without applying precautions
advised by WHO, such as social distancing, frequent hand washing, and
wearing masks regularly [4]. Contact tracing emerged as a public health
tool to battle and control the spread of infectious disease by identifying
and monitoring people who were in close contact with an infected
person. Contact means to be within 1 m of a confirmed COVID-19 case
for more than 15 min, to have physical contact with an infected person,
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or to provide care for COVID-19 patients without protective equipment
within 2 days before the onset of disease and 14 days afterward [5]. In
the case of COVID-19, confirmed contacts are required to quarantine for
14 days from the last point of exposure and to be monitored by health
officials [6].

It is estimated that a person infected with COVID-19 can transmit the
disease to two other people who were in contact for SARS-CoV-2 [7],
however the Delta variant is more contagious and spreads 50% faster
than the original strain in US [38]. A recent study shows that about 17%
of delta cases are in vaccinated people and patients stay in hospital
slightly longer than did people infected with other variants [39]. Con-
tact tracing should be conducted for all confirmed and probable cases
where testing is not available. The goal is to reduce transmission and
contain the disease. Contact tracing requires the collection and storing
of contacts’ personal and private data, including name, address, date of
birth, relationship with the source case, and contact frequency and
duration. Data protection is an essential part of this process. People’s
information must be protected during data collection, storage, and
management. As life has gone on, people have needed to communicate
and engage with other people in different areas for various reasons
throughout their day. In those circumstances, preventing the spread of
COVID-19 by only applying manual contact tracing and protection
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measures was not enough to mitigate the virus. Therefore, numerous
contact-tracing apps were developed to identify people who may have
been in contact with an infected individual for a certain amount of time,
using various techniques such as Bluetooth, Global Positioning System
(GPS), Quick Response (QR), and Wi-Fi; but are these apps and methods
trustworthy? In this paper, some of the apps and their methods are
reviewed, along with their merits and demerits.

Table 1 and Table 2 provide a statistical summary of some COVID-19
contact-tracing applications for Android, HarmonyOS, and iOS in
various regions. As shown in Table 1, many factors may influence
whether or not people download an application, such as the age rating or
the version availability. The technology used could also be one of the
major factors, as people who own a HarmonyOS based mobile might not
be able to use contact-tracing apps that are based on Google services.
Though Huawei is considered to be the second-largest smartphone
manufacturer globally, since May 2019 it has been declared that Huawei
would no longer have access to Google services in its upcoming products
[8]. Other factors might be that some applications are not mandatory to
download, such as Alhosn UA; but if an individual fails to install Alhosn
UAE and contracts the virus, the individual will be at risk of AED 10,000
fines.

On the other hand, instead of developing a new application, the
Chinese government cooperated with technology firms to utilize an
application that already existed for other purposes to fight COVID-19.
Apps such as Alipay, which is a Chinese application with more than
five million users that was developed for online payments, assign the
user a colored QR health code after the user provides a national ID,
name, and other personal information. Alipay health codes were first
used in Hangzhou and then spread to more Chinese cities. WeChat app
also assigns a health code for its users. Shown in Google Play, WeChat is
a social media messaging application that has more than 100 million
users. The health code dictates the movement of the user and the places
they may enter.

We provide the background work in Section 2, where we discuss
existing solutions under five subsections: Bluetooth-, Wi-Fi-, location-,
geofencing-, and QR code-based. In Section 3, we evaluate various ap-
plications under each category and highlight associated limitations. The
paper is concluded in Section 4.

2. Background work

In this section, we present the key technologies that assist in devel-
oping contact-tracing solutions.

2.1. Bluetooth-based solutions

Currently, many applications, such as Tabaud, Alhosn UAE, and
BeAware, use Bluetooth technologies. Bluetooth-based contact-tracing
apps use a wireless technique to detect the smartphones of nearby
positive diagnosed cases that have Bluetooth activated in their app. The
technology emits Bluetooth Low Energy (BLE) “chirps” and sustains a
database exchange mechanism by recording a pseudorandom bit
sequence emitted by the chirping smartphones, along with the estimated
power of the chirp’s delivery [9]. The BLE protocol allows the app to
exchange a small amount of data with peers regularly, but communi-
cation with the server relies on traditional secure application protocols,
e.g., Hypertext Transfer Protocols Secure (HTTPS). The impact on bat-
tery utilization for these protocols is related to the number of informa-
tion exchanges [10].

2.1.1. Advantages

e Bluetooth is already built into smartphones, allowing proximity
detection with nearby Bluetooth-activated smartphones. However,
there is a need to reengineer some features, as it affects the reliability
of Bluetooth.
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e Bluetooth Low Energy records ‘“contacts” between smartphones,
rather than their location constantly, and is more precise [11].

e Using a bit sequence rather than the user’s personal information
helps to protect the user’s privacy.

e Users will receive a real-time notification whenever they are in the
same location as an infected user.

2.1.2. Disadvantages

e Not everyone has Bluetooth turned on in their devices, due to privacy
reasons and to improve battery life.
It depends on the user’s honesty. The mechanism for allowing users
to report themselves as positive will be decided by the relevant
public health authority. In Google and Apple contact-tracing tech-
nology collaboration, it was mentioned that mechanisms vary across
regions; some public health authorities may allow users to verify a
test result using a pin code, while others may provide different
mechanisms for verification [12].
High false-positive and false-negative rates. Obstructions between
two smartphones can reduce the strength of received signals, so it
might increase the calculated distance. COVID-19 can be spread
through normal exhaled breath, speaking, shouting, or singing [13].
People usually stand face to face while talking, often with phones in
their back pockets. David Labrique’s study illustrates that human
bodies drastically reduce Bluetooth signals and thus risk confound-
ing apps that are trying to automatically detect close-proximity en-
counters between individuals. Furthermore, the fact that drywall
does not adequately diminish the Bluetooth signal is likely to lead to
high numbers of false positives [14].
e Potential man-in-the-middle attacks (including phishing attacks).
e Unethical wireless device tracking, using the BLE information
broadcast by the tracing app.

2.2. Wi-Fi-based solutions

This approach is based on Wi-Fi and whatever data influence, such as
system logs (“syslogs™), that can be captured by the enterprise from the
Wi-Fi networks of every contact tracing. This way, when the user gets
tested for COVID-19 and then proceeds to enter the Media Access Con-
trol (MAC) address of the phone into the contact-tracing tool, these tools
analyze Wi-Fi logs that are generated by the network and, specifically,
association and disassociation log messages for this device [15] for
different locations that the user has visited before. As the user walks
from one location to another, the phone usually gets connected to the
nearest access point. Knowing the access point, we can know the loca-
tions visited in the past 14 days. There is myriad of information, such as
mobile device MAC address, Access Point (AP) MAC address, and user
ID. These tools analyze the overlapped time and date sequence of all
connected devices to the same access point, and also alert all users to the
risk of contacting an infected person. The architecture used in
Wi-Fi-based is network based, and the way it uses location sensing is by
using access point level or Wi-Fi locating, the method that Wi-Fi uses to
collect the data that is in the network. However, the target environment
is mainly indoors and very limited in terms of outdoor use.

As observed from Table 3, below are the advantages and disadvan-
tages of the Wi-Fi-based technologies (see Table 5) (see Table 4).

2.2.1. Advantages

e Wi-Fi is generally considered faster than Bluetooth, so the process of
getting information is faster and easier due to the high amount of
power caused by the high data rate.

e Better coverage ranges from the base station that can reach to a
hundred meters.

e Can get better security if configured properly, which can help with
some private information.



Table 1
Android and Harmony OS based contact-tracing apps.
App Name Country National or Age Rating Developed By Access Release Date Rating (Out of 5) Number of Downloads Compatibility
Esgiﬁzzlon (2020) Google Huawei Date Google Play Huawei Google Play Huawei (on Android)
Play AppGallery AppGallery AppGallery
Tabaud Saudi Arabia 34,813,871 Everyone 7+ National July 7, June 14, 4.5 (16,760 3.0 5,000,000+ 775K 6.0 or later
Information Center 2021 2020 ratings)
Aman Jordan 10,203,134 3+ 7+ Jordan eGov July 7, June 06, 3.1 (7659 0.0 1,000,000+ 87K 5.0 and up
program support 2021 2020 ratings)
NZ COVID-19 New Zealand 4,822,233 Everyone Not New Zealand’s July 7, May 19, 4.2 (6508 Not 1,000,000+ Not 6.0 and up
Tracer available Ministry of Health 2021 2020 ratings) available available
Alhosn UAE United Arab 9,890,402 Everyone 3+ Ministry of Health July 7, April 07, 3.4 (28,283 0.0 1,000,000+ 669K 5.0 and up
Emirates and Prevention-UAE 2021 2020 ratings)
BeAware Bahrain 1,701,575 Everyone 18+ eGovernment July 7, March 28, 4.4 (13,861 1.6 100,000+ 229K 4.4 and up
Bahrain Authority Bahrain 2021 2020 ratings)
SwissCOVID Switzerland 8,654,622 Everyone Not Bundesamt fiir July 7, Jun 25,2020 3.3 (4327 Not 500,000+ Not 6.0 and up
available Gesundheit BAG 2021 ratings) available available
TousAntiCOVID France 65,273,511 Everyone 3+ Government of July 7, June 02, 4.4 (101,539 0.0 1,000,000+ 12 mil 5.0 and up
France 2021 2020 ratings)
NHS COVID-19 England and 67,886,011 Everyone Not Department of July 7, August 12, 4.4 (126,610 Not 5,000,000+ Not 6.0 and up
Wales (United available Health and Social 2021 2020 ratings) available available
Kingdom) Care
Aarogya Setu India 1,380,004,385 Everyone Not NIC July 7, April 11, 3.8 Not 100,000,000+  Not 5.0 and up
available 2021 2020 (1,587,926 available available
ratings)
Care 19 Alert North Dakota 779,094 Everyone Not ProudCrowd, LLC July 7, August 12, 4.0 (153 Not 5000+ Not 6.0 and up
(United States) available 2021 2020 ratings) available available
Wyoming 581,075
(United States)
Coronavirus-SUS Brazil 212,559,417 Everyone Not Governo do Brasil July 7, July 05, 3.3 (24,393 Not 5,000,000+ Not 5.0 and up
available 2021 2020 ratings) available available
COVIDWISE Virginia (United 8,631,393 Everyone Not Virginia Department  July 7, August 04, 3.2 (1529 Not 100,000+ Not 6.0 and up
States) available of Health 2021 2020 ratings) available available
Corona-Warn- Germany 83,783,942 Everyone Not Robert Koch-Institut July 7, - 3.5 (128,474 Not 5,000,000+ Not 6.0 and up
App available 2021 ratings) available available
COVIDSafe Australia 25,499,884 Everyone Not Australian July 7, June 04, 3.8 (21,095 Not 1,000,000+ Not 5.0 and up
available Department of 2021 2020 ratings) available available
Health
Druk Trace Bhutan 771,608 Everyone Not Royal Government July 7, May 02, 3.9 (2788 Not 100,000+ Not 4.1 and up
available of Bhutan 2021 2020 ratings) available available
CRUSH COVID Rhode Island 1,097,379 +3 Not Rhode Island (RI) July 7, May 18, 3.5 (320 Not 10,000+ Not 8.0 and up
RI (United States) available 2021 2020 ratings) available available
COVID Alert Canada 37,742,154 Everyone Not Health Canada/ July 7, September 3.6 (8438 Not 1,000,000+ Not 6.0 and up
available Santé Canada 2021 21, 2020 ratings) available available
GuideSafe Alabama (United 5,038,849 Everyone Not Alabama July 7, August 16, 3.9 (450 Not 100,000+ Not 6.0 and up
States) available Department of 2021 2020 ratings) available available
Public Health
Bluezone Vietnam 97,338,579 3+ 12+ Vietnam’s Ministry July 7, April 16, 4.5 (218,050 0.0 10,000,000+ 37K 6.0 and up
of Health 2021 2020 ratings)
TraceTogether Singapore 5,850,342 3+ 3+ Government July 7, March 09, 3.5 (21,081 0.0 1,000,000+ 475K 5.1 and up
Technology Agency 2021 2020 ratings)
of Singapore
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Table 2
i0S-based contact-tracing apps.
App Name Country Population of the ~ Age Developed By Access Release Date  Rating Languages Compatibility
Country (2020) Rating Date (Out of 5) Available (On iPhone)
Tabaud Saudi Arabia 34,813,871 4+ National July 7, June 25, 4.5 (4.4K 22 languages Requires iOS
Information Center 2021 2020 ratings) 13.5 or later
Aman Jordan 10,203,134 4+ COVID-19 JOTECH July 7, June 06, 3.5 (150 English and Arabic Requires i0S
Community 2021 2020 ratings) 9.0 or later
NZ COVID New Zealand 4,822,233 4+ Ministry of Health July 7, May 19, 3.3 (2K English Requires i0S
Tracer (NZ) 2021 2020 ratings) 10.0 or later
Alhosn UAE United Arab 9,890,402 4+ Ministry of Health July 7, April 07, 2.4 (370 English, Arabic, Requires iOS
Emirates and Prevention 2021 2020 ratings) and Hindi 12.0 or later
BeAware Bahrain 1,701,575 17+ eGovernment July 7, March 28, 4.5 (1.2K Arabic, English, Requires iOS
Authority Bahrain 2021 2020 ratings) Urdu, Hindi, 11.0 or later
Bengali, and
Persian
SwissCOVID Switzerland 8,654,622 12+ Bundesamt fiir July 7, Jun 25, 4.4 (5.4K 13 languages Requires iOS
Gesundheit BAG 2021 2020 ratings) 12.0 or later
TousAntiCOVID France 65,273,511 4+ The TousAntiCovid July 7, October 22, 3.8 (113 7 languages Requires iOS
Team 2021 2020 ratings) 11.4 or later
NHS COVID-19 England and 67,886,011 12+ Department of July 7, September 4.6 12 languages Requires iOS
Wales (United Health and Social 2021 24, 2020 (385.1K 13.5 or later
Kingdom) Care ratings)
AarogyaSetu India 1,380,004,385 4+ NIC July 7, April 2, 4.4 12 languages Requires iOS
2021 2020 (269.9K 10.3 or later
ratings)
Carel9 Alert North Dakota 779,094 12+ ProudCrowd, LLC July 7, July 31, 4.3 (19 English Requires i0S
(United States) 2021 2020 ratings) 13.6 or later
Wyoming 581,075
(United States)
Coronavirus - Brazil 212,559,417 17+ Governo do Brasil July 7, Mar 18th, 3.5 (120 English Requires iOS
Sus 2021 2020 ratings) 12.5 or later
COVIDWISE Virginia 8,631,393 12+ Virginia July 7, August 5, 4.6 (900 English and Requires i0S
(United States) Department of 2021 2020 ratings) Spanish 13.7 or later
Health
Corona-Warn- Germany 83,783,942 17+ Robert Koch-Institut ~ July 7, June 16, 4.5 (42 English, Bulgarian, Requires i0S
App 2021 2020 ratings) German, Polish, 12.5 or later
Romanian, and
Turkish
COVIDSafe Australia 25,499,884 4+ Australian July 7, April 26, 4.1 (13.4K 10 languages Requires i0S
Government 2021 2020 ratings) 10.0 or later
Department of
Health
Druk Trace Bhutan 771,608 4+ G2C Office, Royal July 7, April 20, 2.8(8 English Requires i0S
Government of 2021 2020 ratings) 9.0 or later
Bhutan
CRUSH COVID Rhode Island 1,097,379 17+ Rhode Island (RI) July 7, May 20, 3.6 (195 English, Requires iOS
RI (United States) 2021 2020 ratings) Portuguese, and 11.0 or later
Spanish
COVID Alert Canada 37,742,154 4+ Health Canada/ July 7, July 31, 4.3 (4.9K English and French Requires i0S
Santé Canada 2021 2020 ratings) 12.5 or later
GuideSafe Alabama 5,038,849 4+ Alabama July 7, August 17, 4.4 (98 English Requires iOS
(United States) Department of 2021 2020 ratings) 13.5 or later
Public Health
Bluezone Vietnam 97,338,579 4+ Vietnam’s Ministry July 7, April 18, 4.2 (29K English Requires iOS
of Health 2021 2020 ratings) 10.3 or later
TraceTogether Singapore 5,850,342 4+ Government July 7, March 20, 2.3 (2.9K 8 languages Requires i0S
Technology Agency 2021 2020 ratings) 10.0 or later
e High availability: Wi-Fi is more available nowadays and can be
Table 3 . . . accessed anywhere.
The properties of Wi-Fi-based technologies.
Properties Wi-Fi-based

Closeness sensing
Range sensing
Technical issues

Proximity time span

Access point level co-locators
Coarse grain
Does not work outside
Fine grain

Greater bandwidth (can reach up to 11 megabits) as compared to

other techniques, ensuring a smoother and better flow of information

from the user.

Wi-Fi is more effective and works properly indoors compared to

outdoors, since it is affected by traffic and high frequency.

2.2.2. Disadvantages

Wi-Fi cannot be accurate enough to get an exact measurement of the
distance, especially outside of the access point range, so it can be
considered coarse grained.

This method does not work in areas where Wi-Fi coverage is not
available or strong enough, like outdoor areas, unlike Bluetooth,
which is available everywhere “indoors and outdoors.”

Privacy issues: The tool used is intended for tracing infected users, so
putting in data for contact tracing can risk leaking users’ personal
information.
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Table 4

Contact-tracing apps grouped based on the utilized method.

Computers in Biology and Medicine 137 (2021) 104787

Application Name

Advantages

Disadvantages

Bluetooth-Based

Tabaud (Kingdom of
Saudi Arabia)

Alhosn UAE (United Arab
Emirates)

Aware
v

BeAware (Bahrain)

)

SwissCOVID
(Switzerland)

TousAntiCovid (France)

2

Aarogya Setu (India)

N\
—~

COVIDWISE (Virginia)

V'

Corona-Warn-App
(Germany)

D
oW\PSqy

%) (t) ©
w = ®)
bsau®

COVIDsafe (Australia)

Provides two languages, Arabic and English.

It maintains user’s privacy by not requiring personal
information.

Available in both Android and iPhone Operating System (iOS).
It provides daily and cumulative statistics of the cases.

Available in Apple Store, Huawei AppGallery, and Google Play
Store.

Government officials stated that all UAE residents should
download the app, and those who have the virus and do not
download it could be subject to a Dhs10,000 fine.

Users are given an individual QR code that is refreshed every 2
min to verify that user is free from coronavirus.

Data are stored on the user’s mobile.

Available in six languages (Arabic, English, Urdu, Hindji,
Bengali, and Persian).

Provides summary of the cases with the date of update.
COVID-19 test appointment.

View the test results once released by the test center.

Available on Apple Store and Google Play Store.

Mobile phone exchanges random IDs (identification code) with
other mobile phones that have a compatible app installed.
Random IDs are stored on the mobile phone for 14 days, then
deleted automatically.

Available in both App Store and Google Play.

Uses BLE, doesn’t consume a lot of battery.

Easy to set up and use.

Provides seven languages (English, Arabic, French, German,
Italian, Portuguese, and Spanish).

— Available in both App Store and Google Play.
— Provides 12 languages (English, Assamese, Bengali, Gujarati,

Hindi, Kannada, Malayalam, Marathi, Oriya, Punjabi, Tamil,
and Telugu).

— Easy to set up and use.

— Available in both App Store and Google Play.

— It is lightweight and does not consume much memory.
— Well-constructed app (works well for most people).

— Provides English and Spanish languages.

— Provides two languages, German and English.
— Notifies the user if exposure is weak or strong.

— Easy to set up and use.

— Available on App Store and Google Play.
— Provides ten languages (Arabic, English, Greek, Italian,

Korean, Punjabi, Chinese (two kinds), Turkish, and
Vietnamese).

— Available in both App Store and Google Play.
— Uses BLE, does not consume a lot of battery.
— Easy to set up and register.

— Provides English and Spanish languages.

Users of the application volunteer to report that they
are infected.

- It is not available for the previous versions of i0S
(prior to 13.5).

- User needs to enter their Emirates ID and mobile
number.

- User should enable the location data option to
activate the app’s features.

- Can exchange the random IDs with compatible apps
from other countries, but it is not possible to receive
notifications via these apps.

- Asks for location services, but it was designed for
Bluetooth.
- Bug issues and app crash.

— Bug issues and database inconsistency.
— Late exposure notifications.
— Drains battery quickly.

— Asks for location services, but it was designed for
Bluetooth.

— Security problems (prone to hackers).

— Drains battery quickly.

— Available only in Google Play.

— Late exposure notifications.

— Bug issues and app crash.

— QR scan for results is not working well.

— Asks for location services, but it was designed for
Bluetooth.

— Does not allow reset of the app once tested negative.
— Asks for location services, but it was designed for
Bluetooth.

(continued on next page)
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Table 4 (continued)
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Application Name

Advantages

Disadvantages

GPS- and Location-
Based

Quick Response (QR)
Code-Based

Hybrid Technology
(Bluetooth and QR
Code)

cC@8VID
ALERTPA

COVID Alert
(Pennsylvania)

GuideSafe (Alabama)

Bluezone (Vietnam)

Lol

Aman (Jordan)

Co-.

©

CRUSH COVID RI (Rhode

Island)

NZ COVID-19 Tracer
(New Zealand)

Druk Trace (Bhutan)

COVID-19

NHS COVID-19 (UK)

Care 19 Alert
o %o

TraceTogather

— Available in both App Store and Google Play.
— Easy to set up and register.

— Available in both App Store and Google Play.

Provides two languages, Arabic and English.

The data are stored on the user’s mobile phone and deleted after
20 days.

The information from the app would be linked to the app ID, not
to the user’s name.

Date of exposure can be exported as external document.
Available in both Android and iOS.

- Easy and simple to use and register.
- Available in both App Store and Google Play.

- Nobody will know who or where you are.

- Users can delete their data or the app at any time.

- Available in 10 languages (English, Welsh, Bengali, Urdu,
Gujarati, Punjabi, Chinese, Romanian, Turkish, and Arabic).

The exposure notification system is connected with the National
Key Server, which allows Care19 Alert to work with similar apps
in other states.

Generates random ID that changes every 10-20 min.

Users can turn off the app at any time.

- The app does not track users’ locations or contacts.
- Data are stored in the user’s phone for 14 days.

— Exposure notifications are inaccurate.
— Bug issues with screen and email verification.
— Provides only English language.

— Provides only English language.
— Bug issues and app crash.
— Drains battery quickly.

- Provides only two interfaces, the homepage and the
date of exposure, both with very simple user
interface (UI).

- Location tracking is an optional feature.

- Posters to scan may not be available everywhere.

- User must enter their mobile number.
- Required to publicly display a QR code generated
from the Druk Trace App.

- Too complicated and not user-friendly.

- Provides only English language.

- Users must enter their mobile number.
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Table 5

Review of existing contact-tracing apps.
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App Name Country Free/Subscription  Size Tracking Method Provides Provides COVID-19
Based , _ Statistics Information or Precautions
Android  HarmonyOS i0S
Tabaud Saudi Arabia Free 6.6 MB 7.18 MB 24.3 Bluetooth Yes Yes
MB
Aman Jordan Free 21 MB 21.96 MB 31.4 GPS Location Data No No
MB
NZ COVID tracer ~ New Zealand Free 51 MB Not 70.4 Digital Diary, QR No Yes
available MB Codes, and Bluetooth
Alhosn UAE United Arab Emirates Free 11 MB 12.77 MB 49.8 Bluetooth No No
MB
BeAware Bahrain Free 13 MB 9.95 MB 13.9 Bluetooth Yes Yes
MB
SwissCOVID Switzerland Free 19 MB Not 40.9 Bluetooth Yes Yes
available MB
TousAntiCOVID France Free 29 MB 28.89 MB 87.3 Bluetooth Yes Yes
MB
NHS COVID-19 England and Wales Free 9.7 MB Not 16.3 Bluetooth and QR No Yes
(United Kingdom) available MB Codes
Aarogya Setu India Free 4.2 MB Not 37.1 Bluetooth and Yes Yes
available MB Location Data
Care 19 Alert North Dakota (United Free 7.2 MB Not 9.1 Bluetooth Yes No
States) available MB
Wyoming (United
States)
Coronavirus-SUS Brazil Free 32 MB Not 98.1 - No Yes
available MB
COVIDWISE Virginia (United Free 9.2 MB Not 9.5 Bluetooth Low Energy No No
States) available MB (BLE)
Corona-Warn- Germany Free 16 MB Not 53,4 Bluetooth No Yes
App available MB
COVIDsafe Australia Free 28 MB Not 44.9 Bluetooth No No
available MB
Druk Trace Bhutan Free 13 MB Not 31 MB QR Codes No No
available
CRUSH COVID Rhode Island (United Free 7.8 MB Not 25.7 GPS Location Data Yes Yes
RI States) available MB
Covid-19 Alert Canada Free 52 MB Not 12.5 QR Codes No Yes
available MB
GuideSafe Alabama (United Free 64 MB Not 21 MB  Bluetooth Low Energy No Yes
States) available (BLE)
Bluezone Vietnam Free 52 MB 52.19 MB 59.8 Bluetooth No No
MB
TraceTogether Singapore Free 28 MB 28.10 MB 78 MB  Bluetooth and QR No No

Codes

e Attacks: Since the mobile phones are connected to the same Wi-Fi,
attacks such as distributed denial-of-service attacks can easily
happen, and the attackers could access all private and personal
information.

Multi-device users: Very commonly, users can have more than one
device that has easy access to the Wi-Fi access point, which can
indicate multiple cases in one place where only one person is
infected.

Users who are not connected to Wi-Fi are not traced properly, which
causes the risk of infecting more people.

It is more complex to configure the hardware and software compared
to other methods, so it can be more expensive to maintain.

Power usage: Wi-Fi can drain power due to a higher power
consumption.

A solution for privacy concerns is using hashed usernames and device
MAC addresses that are anonymized, which means all private and per-
sonal information about the users is stored separately from the rest of the
tools in a hashed identity, and not by their names, which only a small
group of authorized people can access.

2.3. Location-based solutions (GPS)

GPS is a location-passed tracing tool. This tool is used to locate or
trace people to identify individuals who have been exposed to or

infected with COVID-19. Using GPS signals, an application will collect
and record user movements as coordinates with a timestamp. The
application looks for matches in a multidimensional grid of longitude,
latitude, and time [16]. The system is composed of a user device that
sends the location and a server that stores and encrypts the data. GPS is
mostly used to enforce a quarantine on COVID-19 patients with an
application that would highlight areas where a high number of
COVID-19 cases are located. GPS location tracking requires the users to
always have their phone charged and working, with location tracking
enabled [17].

2.3.1. Advantages

e Low cost: Most smartphones are GPS-enabled, are considered low
cost, and can be easily deployed.

2.3.2. Disadvantages

e Security: GPS location tracing is vulnerable to attacks such as
spoofing, where someone can use a false GPS signal to send incorrect
location and time. Jamming attacks occur when preventing the GPS-
enabled device from determining its position by interfering with the
signal using radio signals of the same frequencies [16].

e Range: The range of GPS can be from 5 to 10 m. GPS performs poorly
indoors and in bad weather such as thunderstorms and when the user
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is surrounded by tall buildings [18]. Multistory buildings raise a
problem where the GPS cannot recognize that two people are in
different stories and not in close contact, which could also be
considered an accuracy problem.
Privacy: Using GPS for location tracking raises some privacy con-
cerns by storing user location, identity and related information in a
database without encryption. Location tracking applications store
device information such as system version and device model [19].
There is also a concern of an unlawful use or abuse of the data
collected, or unauthorized access to other files saved in the mobile
device [20].
e Power consumption: Applications that use GPS require location
services to be always enabled, which drains the device battery. GPS
has a higher power consumption than Bluetooth.

2.4. Geofencing

Geofencing is a location-based technology that works by surrounding
a specific geographical area with a virtual fence from the center of its
location points by setting a latitude, longitude, and radius. This tech-
nology provides device detection when crossing the boundaries of the
surrounded geographical area, which can help to trigger the device’s
information and can also alert its user when crossing the area’s virtual
fence [21]. The Application Programming Interface (API) of geofencing
uses the device’s sensors to monitor its movement, such as tilting,
entering or exiting the area, and whether it is still or moving (by foot or a
vehicle). It then generates activity events that consist of location co-
ordinates and the recognized activity that can be updated continuously
or regularly, depending on the need, and can be saved to a digital diary
for future use [22]. Geofencing can be implemented in three different
ways: Global Positioning System (GPS), Wi-Fi, and Bluetooth, each with
its own methods and systems. To implement geofencing by using GPS
services, the program has to access the GPS chip that exists in each de-
vice. The chip works as a receiver for radio signals from orbiting GPS
satellites to acquire location data. After GPS services are accessed, the
program made can then track the device’s movement as required [22].
Another way to implement geofencing is by using Wi-Fi. Wireless
enhanced services enable any device that is connected to the Internet,
either Wi-Fi or cellular service, to be located geographically using radio
location techniques (angle of arrival, time difference of arrival, and
location signature) to determine the distance, time slots, and position of
the device. Both GPS and Wi-Fi services can be used together as a hybrid
positioning system [23]. An alternative way to implement geofencing is
to use Bluetooth or BLE. BLE can broadcast radio frequency signals,
including the position coordinates, along with other positions as it cre-
ates the borders of the geographical area. These signals can be recog-
nized by nearby devices via Bluetooth or BLE. To reduce usage of mobile
power, BLE is very preferable to regular Bluetooth because it consumes
less energy [24]. All the mentioned ways to implement geofencing are
used in the device operating system layer that is integrated directly with
hardware and can be accessed easily to obtain location data services, but
they each use different hardware.

2.4.1. Advantages

e Flexible and easy implementation: Geofencing can be implemented
in different and multiple ways. It can be done using Wi-Fi, Bluetooth,
or GPS services depending upon the app and customer need. Most
methods require downloading external applications or installing
additional hardware.

Inexpensive technology: The cost can vary based on how many
geofences are needed and their size. For example, the Google Geo-
location API offers a thousand geofences for $5 USD monthly, which
is considered a reasonable price [25].
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e Monitors device movement: This technology can recognize various
movements of a device, for example, when it enters or exits a specific
area, which is very helpful for tracking systems [22].

e Area coverage: Geofencing can cover a bigger land area than any

other technology, which is a beneficial feature.

Virtual fencing: Unlike other technologies, geofencing can create

virtual bounds to any area defined by the programmer, which allows

the creation of specific areas depending on the need of an
application.

2.4.2. Disadvantages

e Continuous consumption of mobile power: Most tracking applica-
tions, in particular, require background tracing of the device to track
its movement, which can drain the device’s energy. This problem can
be solved either by implementing geofencing with BLE instead of
GPS, in order to consume less power, or by using trigger services that
are defined by an external application server to update the device’s
position periodically or when a triggering event (such as movement)
occurs [26].

e Lack of privacy: As the application performs background tracing, it

keeps track of the user’s recently visited places, such as workplace,

medical appointments, or other personal places, and that may seem
nonthreatening, because data is kept and stored anonymously.

However, when an attacker gains access to this data, it violates pri-

vacy and poses threats to the user. A solution to this issue is to give

users a choice to choose the locations they are traced to, like public
places, so no harm will be done if an attacker accesses their infor-
mation. But that can be an obstacle when creating an application to
track infected people. An alternative is to encipher the location data
multiple times in different ways, or to add blurring to the positioning

[26].

Positioning accuracy: Some implementation methods, like GPS, can

be subject to a significant unacceptable margin of error, but some

algorithmic techniques can be applied to reduce the margin of error

to a reasonable percentage [27].

Activity event recognition uncertainty: There is a chance that some

movement events will be delayed, wrongly identified, or won’t be

recognized. This can manipulate the events within a time frame and

give unreliable results due to faulty movement entries [22].

2.5. Quick Response (QR) code-based solutions

Recently, many applications have been using QR codes as a feature to
contain and reduce the spread of the pandemic and its harms: for
instance, NZ COVID tracer (New Zealand), Druk Trace (Bhutan), and
Alipay app with a health code feature added. There are two categories of
QR code approaches available for contact tracing: location-coupled QR
contact tracing and symptom-based QR health code, and there are
several concepts for using QR health code techniques in contact-tracing
apps. The symptom-based QR health codes, which are released by health

Fig. 1. The QR code color (A) green refers to the negative result of a COVID-19
test (uninfected individual); (B) red refers to the positive result of a COVID-19
test (infected individual) [28].
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authorities, include two colors to identify the health status of in-
dividuals. The green code specifies that the person is not infected, while
the red code indicates that an individual is either infected or has a high
probability of being infected. The color of the QR codes is demonstrated
in Fig. 1. The information in the code is read and analyzed using QR
scanners automatically, which reduces errors, improves the credibility
of the data, and increases the speed of processing compared to manual
operation. The core idea of the design is to ensure users’ privacy by
avoiding retrieval of the location data of users. Contact tracing, exposure
risk, self-triage, health status self-updating, health care appointments,
contact-free psychiatric consultation, and QR codes for other family
members are all significant features that are integrated in the symptom-
based QR health code [28].

QR health codes are officially recognized as digital certificates of an
individual’s health status. The most notable example of this concept is in
China, where individuals are required to prove they have not been in
contact with a confirmed case of COVID-19 by showing, on their
smartphones, green health codes, which are required for entry into
public places [29]. The travel of an individual is tracked based on these
records using a big data system [30]. This technique detects whether
individuals are healthy or infected, by their movements in crowded
public places. To prevent the spread of the virus, a government can
quickly identify potentially infected people and take timely measures
through traceability. A simulation of a coronavirus performed at Oxford
University in a city of one million residents indicated that a digital
contact-tracing app has the potential to extensively reduce the number
of coronavirus cases if approximately 60% of the population uses the app
[31]. The deployment of a QR code technique played an effective role in
containing and reducing the spread of the pandemic in China, where the
cumulative positive cases of COVID-19 were restricted to 363 cases, of
which 361 (99.4%) recovered by July 12, 2020. Effective containment
was accomplished through a strict strategy of centralized control [28].

2.5.1. Advantages

e Due to QR automatic scanning of the code information, this approach
reduces errors, improves the credibility of the data, and increases the
speed of processing compared to manual operation.

e While controlling highly infectious diseases, the integration of fea-

tures on one identical platform in a centralized approach can fix the

delays in data sharing, instead of the personal self-reporting that is
usually used in a decentralized approach.

By providing self-triage for individuals and self-scheduling for in-

stitutions, it helps to balance the burden on overburdened health

care systems.

e It plays an important role in counteracting COVID-19 due to its

credibility, traceability, and interoperability.

It accurately identifies individuals who were in close contact with an

infected individual.

It ensures users’ privacy by avoiding retrieving the location data of

users.

2.5.2. Disadvantages

e Acceptance of this approach by the population: Due to individuals’
worry about maintaining privacy, some do not rely on or trust ap-
plications that use QR codes, causing a decrease in the number of
individuals downloading the application [28].

Unauthorized and illegal use of healthcare information is detri-
mental and caused an average financial loss of nearly $9.23 million
worldwide in 2021, according to reports [32]. In addition, it can
damage the reputation of service providers and negatively impact
the confidence and health of patients, which leads to decreased
populationadoption rates. Therefore, it is essential to prevent mali-
cious or unauthorized use of QR data.
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e Data is not accurate enough to identify all the contacts, in contrast to
GPS data [33].

2.6. Google and Apple built-in contact tracing

Google and Apple recently collaborated to create the “Coronavirus
Exposure Notification System” for contact tracing in both Android- and
iOS-operated devices to help governments and communities fight this
pandemic and limit the spread of COVID-19. The feature operates by
using Bluetooth to keep track of users’ nearby devices by detecting their
signals in a specific range within 5-min intervals and storing them in the
database. It does not require storing any location data, but it stores the
device-assigned code generated using a cryptographic key that is
changed once a day. The cryptographic key and code assignments are
done by the applications developed by any health department or gov-
ernment integrated with the “Coronavirus Exposure Notification Sys-
tem” to create a functional and effective application. This system works
by constantly broadcasting Bluetooth unique codes from each device
and limiting any snooping or eavesdropping on those codes to track a
person’s movements by switching up the numbers every 10 or 15 min.
When users are registered as positive, their app should upload the
cryptographic keys that were used to generate their devices’ codes over
the last two weeks into a server. Later on, other device apps should
download the used daily keys to recreate the rotating codes that were
generated. If there is a match with any of the stored codes, the app will
notify any persons with an exposure and show them some precautionary
procedures. This “Coronavirus Exposure Notification System” is directly
integrated with the operating system and provides higher user privacy
than other features because it does not store any physical location
[34-36]. Contact tracing apps are expected to be integral part of smart
cities and campuses [37].

2.6.1. Advantages

e High security and reliability: The built-in system is directly inte-
grated with the operating system; therefore, it is more secure and
reliable to use because it works closely with the hardware layer [33].

e High privacy: The built-in system traces users by their broadcasted

code and not their physical location, making it harder to know the

users’ identity and information [34].

Easier to integrate with applications: Google and Apple made it

easier for governments and health organizations to create their own

contact-tracing applications by using their unified platform feature

in both Android and iOS [34].

2.6.2. Disadvantages

e Inaccurate device detection: Because the built-in system is based on
Bluetooth services, that can increase the percentage of undetected or
erroneously detected devices, which can lead to receiving false no-
tifications about exposure [34].

3. Discussion and evaluation
3.1. Application evaluation based upon category

In this section, the applications are grouped based on the approaches
used, and some of their pros and cons are mentioned.

The information for the applications above was collected from the
reviews in the smartphones’ official application stores, as well as the
applications’ official websites, and from our personal use of them in
October 2020.

3.2. Contact-tracing apps

This section provides a list of existing contact-tracing applications.
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3.3. Limitations

Given the nature of the applications under the scope of this study,
there are some limitations to be noted. Access to some of the private data
of the applications is very limited due to the privacy restrictions of the
covered regions. Another point of data restriction is the dependency on
the number of active users per app. The number of active users can give a
good estimate of the effectiveness of the app functions regarding the
COVID-19 pandemic. However, not everyone opts to activate these ap-
plications on their phones, resulting in a low data representation.
Finally, those applications are constantly being upgraded. Therefore, the
data analysis process may be impacted by constant feature changes.

4. Conclusion

Various contact-tracing apps were reviewed, and it was concluded
that a good tracking application to contain the pandemic of COVID-19
requires inclusion of some features like accuracy of positioning and
users’ privacy for it to be reliable and safe to use. Going over the possible
ways to implement contact tracing with their benefits and drawbacks, it
was revealed that some of them, like Wi-Fi-based solutions, are
impractical due to the unavailability of Internet access at all places to all
people. QR codes were considered a good option at first, but the cer-
tainty of users’ honesty in scanning the codes is not high unless there is
an external factor. Also, geofencing was the most inaccurate way to
position a device; therefore, QR and geofencing were dismissed from
consideration, but they might be used for other functionalities in ap-
plications, like scanning results or providing an informative COVID map.
The remaining possible technologies, Bluetooth or BLE and GPS, can be
considered knowing their associated features and issues. After
researching these technologies, GPS and Bluetooth were found to be the
most utilized and most practical because they have fewer issues
compared to other technologies and are more suitable options for
contact-tracing implementation, although GPS has some features that
suit our methodology more. Choices will be evaluated in depth to
determine what is the best implementation option with the fewest flaws,
with the chance of including the idea of using more than one technology
to present a better tracking application.
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